Title: Cyber Researcher

Job Description:

e Envision, research and implement new approaches, ideas and concepts
to cyber early warning, attribution and geo location

e Suggest ideas to be implemented as products and solutions

e |Interact with other researchers and SW engineers in the Custodio team
to leverage research results into innovative solutions

e Help design and implement proof of concept and proof of technology
prototypes of developed technologies

Desired Skills and Experience:

e Deep and intimate knowledge of cyber threats, malwares, APTs, exploits
and vulnerabilities (computer as well as mobile platforms)
e Knowledge and basic proven experience with most of the following
o Participate in a real-time evaluating of security products/solutions
(advantage)
Cyber incident handling
Network and computer forensic
Vulnerability research (advantage)
Cyber-attack infrastructure’s reverse engineering
Risk assessment and management (advantage)
Programing capabilities
Penetration testing (advantage)
known security products solutions implementation and
architecture
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e Free and original thinker
e Excellent researching and analysis capabilities
e Ability to analyse and research non-standard threats
e Team player, able to work in a multidisciplinary team
e Self-confident, Self-learning and independent
o quick self-learning of new technologies and new business
requirements (advantage)
e Excellent communication skills



